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Introduction

• The objective of Industry 4.0 is to increase the flexibility of 
existing value chains by maximizing the transparency of
inbound and outbound logistics, manufacturing, marketing, and 
all other business functions such as accounting, legislation,
human resource, etc. 

• Industry 4.0 emphasizes the use of technology in three distinct 
domains: data collection, transmission, and analysis.

• Industry 4.0 utilizes data acquisition equipment, such as 
sensors and actuators, to collect data generated in
manufacturing and business processes that reflect machine 
health, product quality, surrounding environment, energy 
expense, labor cost, inventory location, etc.



We are on the cusp of “Business 4.0”



Audit 4.0

• Audit 4.0 will piggyback on technology promoted by Industry 

4.0 to collect financial and non-financial information, and 

analyze, model, and visualize data for the purpose of 

providing effective, efficient, and real-time assurance.

• It is typically an overlay of Industry 4.0 business 

management processes and uses a similar infrastructure, 

but for assurance purposes.



Evolution of Auditing: from 1.0 to 4.0
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Manual Audit 

Tools :

• Pencil

• Calculators

IT Audit Tools :

• Excel

• CAAT

Software

Inclusion of Big 

Data in Audit 

Analytics Tools : 

Analytical App

Semi and Progressive 

Automation of Audit 

Tools : 

• Sensors

• CPS

• IoT/IoS

• RFID

• GPS 



Digital Audit Landscape



Elements of Audit 4.0

• Audit 4.0 will significantly change the auditing profession by 

automating current procedures, enlarging their scope, shortening 

timing, and eventually improve the overall assurance quality.

• We will illustrate the impacts of Audit 4.0 on the auditing 

profession from four perspectives: standards, principles, 

technology and auditors.



Standards

• Krahel (2012) discussed the formalization of auditing standards 

arguing that most standards should be embedded into software 

as their implementation, in modern systems, tends to be done by 

computers. 

• Consequently, the ambiguity in current auditing standards should 

be replaced by formal representation to allow for near-real-time 

assurance. Assurance, in the world of Industry 4.0, will be largely 

dominated by formal inter-object protocols, the technical 

capabilities of ‘‘things,’’ and the objective functions of the 

interlinked objects.



Principles

• Industry 4.0 consists of six main technological principles: 

Interoperability, Virtualization, Decentralization, Real-Time

Capability, Service Orientation, and Modularity. 

• Similar to Industry 4.0, Audit 4.0 relies on those six principles to

increase data availability, enable continuous data monitoring and 

validation, and improve the automation of audit procedures.



Technology

• Sensors: collect real-time accounting information, such as 

quantity and quality of inventory, working hours of employees, 

energy consumption.

• Cyber-physical systems: embedded computers and networks 

monitor and control the physical processes, usually with feedback 

loops where physical processes affect computations and vice 

versa.

• Internet of things (IoT): objects linked through a network.

• Internet of service (IoS): service vendors can offer their services 

via the internet.

• Smart factories: use CPS, and IoT/S to assist people and 

machines in the execution of their tasks.

• Others: RFID, GPS, and data analytics.



Auditor

• In a world of intense automation and process scrutiny, the skillset 

of auditors is to change dramatically. The auditor must be much 

more technically trained, but processes must also be built with 

untrained users in mind. 

• For example, a ‘‘super-app’’ to supplement auditor usage of 

clustering. This tool not only performs clusterization, but also 

applies statistical knowledge to complement auditor knowledge.



Auditor – Leaders in Advanced Analytics



Imagineering Audit 4.0

• With the intense use of sensors, CPSs, IoT/IoS, and smart 

factories, the business world is moving forward toward a highly

automated, highly flexible, and highly interconnected 

environment, with the real-time capabilities of corporation, fault

detection, prediction, and decision making. 

• The auditing profession should adapt to this wave of changes and 

leverage the emerging technology to enlarge the scope of 

auditing, shorten timing, improve accuracy, and eventually 

enhance the assurance level of the whole business world.



Imagineering Audit 4.0 – Mirror World

• Since everything will be connected to the network, and potentially 

equipped with a CPS that allows data collection, processing, 

storage, and transmission, a virtual representation of the physical 

world, the ‘‘mirror world,’’ can be created.

• Each object in the physical world will have a representation in the 

mirror world, and continuously update the information about

conditions, locations, surrounding environment, history, etc., to 

the virtual representation. 

• The mirror world will be established in a large, integrated cloud, 

which serves as an independent third party.



Basic Structure and Function of Audit 4.0



Audit 4.0 of Inter – Business Parties



Audit 4.0 of Intra – Business Parties



Audit 4.0 – Audit as a Service



Challenges

• Digital crime: technique given, technique taken

Technology has been developed to facilitate and enhance a 

wide spectrum of human activities, but in parallel with these 

benefits, it also allows for dysfunctional use.

• Security and privacy issues of companies’ data 

Emerging technology poses a significant threat to the 

security and privacy of organizational information



Challenges

• Standardization of information and data 

Developing uniform data standards is vital for the exchange 

of information and data in the context of Audit 4.0. Data in 

Audit 4.0 may originate from a variety of sources, such as 

the sensors embedded in machines and devices,

companies’ ERP systems, databases of associated outside 

parties, and public resources (e.g., news, social media, and 

governments), and they will be analyzed by different parties 

with different models of data structure, format, and name 

rules.



Thank You!


